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Practice Tips
Taken together, the whistleblower impetus and digital data
vulnerability point toward serious implications for companies
that have data breaches and fail to notify those potentially
affected by them. If not addressed proactively, underlying
issues that may be raised by a potential whistleblower can
bring with them the possibility of costly investigations,
regulatory inquiries, ensuing penalties, and securities litigation
at a time when the plaintiff ’s bar is vigorously zeroing in on
new targets.

Data Breaches in a
Whistleblower’s World:
What You Should Know,
Why You Should Know It
By Kristofer Swanson, Thomas L. Kirsch II,
Ryan M. Dunigan

Two trends today are on a collision course that harbors
hidden challenges for Corporate America and other
organizations wishing to stay out of the courts and out of the
headlines. On the one hand, a decade of scandals has raised
the bar for compliance and integrity while significantly
protecting and encouraging the role of the whistleblower. On
the other hand, reliance on today’s highly digitalized
operations has rendered corporations and other entities more
vulnerable than ever to data breaches and related fallout.
Data today is like quicksilver — flowing freely and fiercely
fast, through a vast ecosystem, often out of sight of business
leaders, who tend to be intent on growth and often removed
from the nitty-gritty details of the digitized microcosm of
their own enterprise.
Meanwhile, those who would take an entity to task for wrongdoing, whether its genesis is intentional or even a mere
misstep, have perhaps never before had more incentive to
follow through on their instincts. The Dodd Frank Wall Street
Reform and Consumer Protection Act (Dodd-Frank), the
Sarbanes-Oxley Act of 2002 (SOX), and other state and
federal laws and regulations have sought to encourage
employees and other stakeholders to step forth with
information about and allegations against corporate
wrongdoing. Dodd-Frank, in particular, went a step further
than other similar laws by offering generous bounties in the
offing for those whose charges bear out as part of an effort to
provide incentives for more whistleblowers to come forward.
Data breaches, whether triggered by deliberate cyber attacks
or tripped by unintentional oversights, can expose an
organization’s proprietary information, unleashing for the
world to see highly sensitive data about the entity, its
employees, customers, and other stakeholders. When financial
assets, intellectual property, and such personal and vulnerable
information as Social Security numbers become potentially
compromised, the stakes grow dear. The entity’s reputation is
on the line: how and how quickly the business responds will
have a powerful impact on its risk of litigation and/or
regulatory action, and on the confidence and trust of its
employees, customers, third parties, and shareholders. These
risks make it more than an IT issue; it’s a business issue that
can affect future cash flows.
Kristofer Swanson (kris.swanson@us.pwc.com) is a Partner and
Midwest Leader, Forensic Services, PwC LLP, Thomas L. Kirsch II
(TKirsch@winston.com) is a Partner at Winston & Strawn, and Ryan
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When breaches hit — and they all but inevitably will —
business leaders should proceed with great urgency. Not only
are we operating in a world in which cyber criminals are more
sophisticated and aggressive than ever, but we’re also only a
handful of years removed from a scandal-rife decade that
spurred a strong, global anti-corruption environment and a
strong compliance climate in which such breaches won’t be
treated lightly. Law enforcement agencies, such as the
Department of Justice, may begin to seek punishment with
greater frequency against corporations that fail to disclose
and respond to data breaches in a timely manner.1
At the same time, cyber attacks — from hackers, nation
states, competitors, criminals, third party vendors, and even
employees — are on the rise, bringing with them data breach
threats and financial implications, including the costs of
replacing stolen assets and increasing internal controls. While
breaches occur often in the information technology context,
they can have serious ramifications for a business’s sales,
finance, operations, and security functions.
The confluence of data breach issues and the need to have
robust compliance mechanisms that swiftly field and address
whistleblower concerns should sit among those challenges
that top the C-suite agenda. Corporations should remain
aware of these trends and stand ready to mitigate the risks
they pose. In particular, they should put in place internal
controls against the risks associated with failing to correct,
prevent, or act upon data breaches in a timely manner.
Your client’s been hit by data breach. The investigation
is underway. Now what?
Act quickly on disclosure decisions.
1. To investors:
Although federal securities law doesn’t have a disclosure
requirement that explicitly refers to data breach incidents or
risks, the SEC has said through a Disclosure Guidance2 that
standing requirements may already impose an obligation to
disclose data breach information. The entity may have to
disclose such risks consistent with its normal securities filings
if the possibility of a data breach is among the most
significant factors that make an investment in the company
speculative or risky.

For example, Regulation S-K requires disclosure of
various risks facing the enterprise. The SEC expects the
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disclosure to be determined based on prior data breaches,
the frequency and severity of prior data breaches, the
probability and potential magnitude of data breaches, and
the adequacy of preventative measures.

In almost one-third of the states or territories within the
United States that require data breach notification,
whistleblower statutes allow corporate employees to disclose
information about the entity breaking federal or state law,
under protection from corporate retaliation.

A corporation that fails to disclose this information may
also be at risk with respect to whistleblower provisions
under the Sarbanes-Oxley Act,3 the Dodd-Frank Act,4 and
other federal and state statutes. Note that numerous
individuals can be eligible to receive a whistleblower bounty.
Employees, former employees, vendors, agents, contractors,
clients, customers, and competitors are all potential sources
of tips and complaints that could justify a whistleblower
reward.

State and federal law enforcement officials appreciate
cooperation. Factors such as an organization’s internal
controls and the incidence of corporate disclosure prior to a
government investigation can affect whether the entity will
face punishment, and if so, to what extent.
It’s important for business leaders to demonstrate that they
take breaches seriously and that they bring additional
resources to the data breach investigation. Companies that
fail to take sufficient steps may find that they are liable. For
example, in states that have applicable data breach
notification laws, failure to notify state authorities may well
result in an investigation by the state’s attorney general.

The Dodd-Frank Act requires the SEC to award eligible
whistleblowers a bounty of 10% to 30% of the monetary
sanctions recovered in eligible SEC or related actions
stemming from the whistleblower’s information. The
whistleblower must provide the SEC with “original
information” about any violation of federal securities laws,
and is rewarded for information that leads to a successful
SEC enforcement action of $1 million or more.
2. To affected individuals:
At the state level, 46 states plus Washington, DC; Guam;
Puerto Rico; and the Virgin Islands all have data breach
notification laws. The European Union and a number of
other countries have adopted similar laws. Within the
United States, the laws typically require notification5 to
impacted individuals, the state’s attorney general or another
government entity, and credit reporting agencies. A lack of
disclosure may result in fines.6
Most states require that a written notice be sent to the
impacted individual. But email, conspicuous posting of a
notice on a corporation’s website, or a broadcast on major
statewide media typically suffices if:
• The cost of providing the notice exceeds $250,000
• The number of affected people exceeds 500,000
• The corporation lacks sufficient contact information
If a corporation fails to perform such notification, it may be
at risk with regard to the whistleblower provisions under the
applicable state and/or federal laws.
While just about anyone who is affected can report a data
breach, employees play under special rules and protections.
SOX, for example, allows employees of publicity-traded
corporations7 to disclose data breaches or the entity’s lack
of disclosure and protects them from retaliation such as
firing, demotion, or harassment. Similarly, SEC rules don’t
require employee-whistleblowers to report complaints
internally, but SEC guidance does encourage the individual
to begin with the employer by offering greater bounties by
percentage to those that can demonstrate such an approach.
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3. To law enforcement:

At the federal level, the Federal Trade Commission has
played an increasingly active role in investigating and
penalizing corporations for misrepresenting their privacy
and information security practices with regard to personal
information. Significantly, the recent advent of the
Consumer Financial Protection Bureau provides another
investigative agency to which whistleblowers can report a
corporation’s lack of disclosure of a data breach.
Meeting whistleblower challenges in the digital age
Data breaches are an ever-present reality in today’s digital
age. They can be among a corporation’s steepest challenges,
as the business’s confidential and personal information
explodes out of its systems and into the public domain.
Affected employees and other stakeholders have perhaps
never before had more incentive to raise a din about such
slip-ups.
If a corporation fails to have a strong compliance culture
and take action early and effectively when potential issues are
raised by whistleblowers or other individuals, it’s likely to be
more vulnerable to significant ramifications, including costly
litigation and law enforcement penalties. By proactively
taking sufficient steps — notifying investors, impacted
individuals, and law enforcement — clients can have a better
chance of avoiding costly litigation, painful penalties, and a
black-eyed brand.
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News from the Field
The U.S Department of Justice (DOJ) has available online
funding opportunities to conduct research, to support law
enforcement activities in state and local jurisdictions, to
provide training and technical assistance, and to implement
programs that improve the criminal justice system. There is
also information available for additional DOJ grant websites.
To learn more about DOJ grant funding opportunities, visit
www.justice.gov/business.
The National Association of Criminal Defense Lawyers
(NACDL) will host NACDL’s 56th Annual Meeting &
Seminar called “Real Lawyers, Real Defenses” at the
Westin St. Francis Hotel in San Francisco, CA, July 24-27,
2013. The purpose of the program is to help the public
comprehend the severity of unjust prosecution, the extent of
false convictions, and the impact of these instances on their
clients whose lives are often hanging in the balance. The
program is comprised of true lawyers’ lawyers, who will
offer you insight and strategies from the minds and hearts of
some of the best criminal defense litigators in the country.
For more information visit nacdl.org/meetings.
The NACDL also has a new book, titled Disrobed: An
Inside Look at the Life and Work of a Federal Trial
Judge by Frederic Block. The book explains in practical
terms, the perspective behind some of the most newsworthy
and sensational cases of the last 20 years. Judge Block
educates readers about the death penalty, racketeering, gun
laws, drug laws, discrimination laws, race riots, terrorism,
and foreign affairs. For more information, visit
www.nacdl.org/
Champion.aspx?id=26351&terms=books+on+federal+judges.
The National District Attorneys Association (NDAA) is
offering training in prosecuting homicide cases from July 29
– August 2, 2013 in Seattle, Washington. The program will
cover all aspects of homicide cases including pre-trial and
trial operations. For more information visit www.ndaa.org/
homicide_training.html. The NDAA is also holding training
on prosecuting sexual assault crimes and related crimes on
August 19 to the 23 in Denver, Colorado. For more details
on this training, visit www.ndaa.org/
sexual_violence_training.html.
The Office of Federal Public Defenders (FPD) will hold a
“Multi Track Criminal Defense Seminar”, August 8 – August
10, 2013 in Buffalo, NY. The Multi-Track Federal Criminal
Defense Seminar offers in-depth instruction in a variety of
substantive areas of federal criminal defense practice.
Sessions in each substantive area are grouped into tracks.
The tracks will be presented in distinct time blocks of four
or more one-hour sessions. Please email
Jenna_Shepard@ao.uscourts.gov for more information and
inquiries.

explores the appropriateness of negotiations within an
Attorney General Office context. The program will be
held August 6 – 7, 2013 in Boise, ID. For more
information, contact Bill Malloy, NAGTRI Program
Coordinator or email wmalloy@naag.org or by phone
(202) 326-6045. For more information, visit
www.naag.org/neogtiation-skills-for-oag-id.php.
The National Legal Aid and Defenders Association
(NLADA) will host its “National Defender Leadership
Institute New Leadership Training”. The Institute is
designed for those who have some experience in the basic
management skills necessary to any defender program and
are seeking to enhance those skills, while beginning to
develop broader leadership in the political and criminal
justice arenas that surround defender programs. The
Institute will be held September 5, 2013 at 9:00 p.m. through
September 8, 2013 - 5:00 p.m. in Baltimore, Maryland. For
more information, visit www.nlada100years.org/event/
national-defender-leadership-institute-new-leadershiptraining?q=node/15086.
For more information on News from the Field, contact Theresa
Melton, Senior Public Relations Specialist, Criminal Justice
Section at Theresa.Melton@americanbar.org or on (202) 6621516.
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Endnotes
1

The Department of Justice is being encouraged to take a more
active role in data breach investigations. For example, in a April
2011 letter to Attorney General Eric Holder, Senator Richard
Blumenthal of Connecticut sought to have the Department of Justice
investigate a large corporate data breach.
2
U.S. SECURITIES AND EXCHANGE COMMISSION, DIVISION OF C ORPORATE
FINANCE, DISCLOSURE GUIDANCE: TOPIC 2 (2011).
3
Sarbanes-Oxley Act, 18 U.S.C. §73 (2012).
4
Dodd-Frank Wall Street Reform and Consumer Protect Act, 15
U.S.C. §78a et seq. (2012).
5
Such communication should be in the languages most likely to be
understood by the recipients.
6
Fines as much as $1.5 million, and potential criminal penalties,
enforceable by state Attorneys General, are provided for under The
Health Information Technology for Economic and Clinical Health Act
(HITECH), which is part of the American Recovery and
Reinvestment Act of 2009.
7
The retaliation provision of SOX applies to companies that are
required to register with the SEC under Section 12 of the Securities
Exchange Act or that are required to file reports under section 15 (d)
of the SOX, as well as privately held companies acting as
contractors, subcontractors, or agents of publicly traded companies.

The National Association of Attorneys General (NAAG)
will host its “Negotiations for OAG-ID” The Negotiations
program highlights fundamental negotiation theory and
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